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Abstract

The book covers basic subjects of cryptography. In the first
chapter we provide an introduction to cryptography and we
provide some applications of modern cryptography. Chapters
two, three and four concern private key cryptography, where
we provide stream and block ciphers. Furthermore, some
necessary security definitions are given. In the fifth chapter
we present hash and MAC functions. After the sixth chapter
we present public key cryptography. Sixth chapter is devoted
to Diffie-Hellman key agreement protocol and chapter seven
provides a brief introduction in complexity theory and Turing
machine. In chapters
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eight, nine and ten we present basic elements of number
theory which are necessary to understand RSA cryptosystem
and digital signatures. In chapter eleven we present RSA
trapdoor function and in the next chapter we provide some
attacks to RSA, such as Wiener's attack. In chapter thirteen, an
introduction to digital signatures is presented. In chapter
fourteen we describe the basic lattice theory and algorithms
concerning them, such as LLL, enumeration algorithm with
pruning and Babai's algorithm. Finally, the last chapter is
devoted to SSL/TLS and PGP protocols, accordingly we
present some applications.
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